
It’s Time to 
Deal with EPCS
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Important
and
Underused

Electronic Prescriptions for Controlled Substances (EPCS) is a 
small but critical component of the electronic prescribing scene. 
Since its introduction, EPCS has helped to address major issues 
impacting EHR/EMR vendors:

• Reducing opioid abuse and drug diversion

• Increasing the efficiency and accuracy of prescriptions overall

• Contributing to better outcomes for patients and better bottom 
lines for health care providers

21% increase in opioid 
deaths year over year.

$504 billion in cost.

Escalation of the Opioid Crisis

Inefficiency of hand written prescriptions

• 42% have at least one error

• 21% lack patient identifiers

• 41% are not DEA compliant

Putting patients first Good patient experience Better clinical outcomes
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For a number of reasons, many organizations have delayed 
implementing an EPCS solution. We understand if you haven’t done 
it yet – you’re not alone. Regulations have not been consistent 
from one location to another, so many EHRs just haven’t known 
what to do. And, since there hasn’t really been enforcement of the 
regulations, you may have decided it isn’t a priority yet. Even if you 
do see the urgency, it’s hard to know where to start or to be sure 
that what you’ve implemented is the right thing.

On the other hand, all of the top 10 market leaders have EPCS 
capabilities, so it is clearly an important differentiator.

Important
and
Underused

EPCS is under-deployed among EHRs.

(Deployment stats from EHR vendor list: 905 vendors, 226 with 
EPCS  679 without.)

So, it’s true—implementing EPCS is a tricky task. But the time has 
come to tackle it head-on.

Not using EPCS

Using EPCS
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Why now? Well, for one thing, it’s the right thing to do; approximately 64,000 
US citizens died in 2016 as a result of opioid abuse. As mentioned, 
EPCS has a role to play in preventing drug diversion. It helps to 
ensure that only authorized prescribers can issue prescriptions, 
and prevents over-prescribing. These efforts are intended to 
reduce the overall number of people who become addicted to 
prescription opioids, with all of the negative outcomes that follow. 
In economic terms alone, the problem is staggering. According 
to a report from the Council of Economic Advisers, prescription 
opioid misuse:

• Increases healthcare and substance abuse treatment costs 
by $29.4 billion

• Increases criminal justice costs by $7.8 billion

• Reduces productivity among those who do not die of overdose 
by $20.8 billion

Have you heard the 
phrase, “Do well by doing 
good”? Deploying EPCS 
not only lets you help 
your community, but it 

also helps your bottom line.  Preliminary 
estimates show a potential savings of 
up to $1.4 billion USD per year across 
practitioners and pharmacies related to 
EPCS.
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https://www.whitehouse.gov/sites/whitehouse.gov/files/images/The%20Underestimated%20Cost%20of%20the%20Opioid%20Crisis.pdf
https://www.deadiversion.usdoj.gov/ecomm/e_rx/eia_dea_218.pdf
https://www.deadiversion.usdoj.gov/ecomm/e_rx/eia_dea_218.pdf


Workflow efficiencies and social responsibility are reasons 
enough to deploy EPCS. But if you’ve put it off this long, you may 
need a more compelling motivator. So how about legislation?

•  As of June 2018, 9 states are already mandating EPCS. 

•  An additional 12 states have legislation on the docket.

Fines and penalties for violating the regulations vary from state 
to state, but can include fines, imprisonment, or both. EPCS 
solutions reduce your risk of running into a regulatory issue.

And it’s not just individual states getting into the act. In March 
2018, the cleverly-named Every Prescription Conveyed Securely 
(EPCS) Act, S.2460, was introduced in the Senate in an effort to 
combat opioid overdoses. 

So one way or another, the laws are going to require a more wide-
spread use of EPCS, which makes it a particularly good time to 
get on board.

Why now?

EPCS mandated by law

EPCS legislation introduced
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https://www.scribd.com/document/372564816/Every-Prescription-Conveyed-Securely-EPCS-Act-of-2018


A few things 
to remember Assuming you are now ready to make your move, here are some 

key points to consider when implementing EPCS.

1. The most important aspect of enabling EPCS in your solution 
is the user experience. Your users have their best experience 
when everything works together and has a consistent look & 
feel. 

2. It’s best to choose a single partner who can deliver all of 
the critical components to enable EPCS: identity proofing, 
multi-factor authentication, and digital certificates. 

3. Choose a vendor who does not burden your prescribers with 
managing digital certificates, so they can focus on their 
patients.

4. The simpler, the better—so find a partner that offers a 
single integration point between your EPCS and your other 
electronic prescription components, to make implementation 
and maintenance easier.
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Yes, it’s a lot to think about. But you don’t have to embark on the 
EPCS journey (or even try to course-correct) on your own. 

Exostar’s expert team has played an active role in EPCS since 
2010, where they informed the DEA’s Interim Final Rule. We 
support the signing of over one million prescriptions per month.

We are industry leaders because of our unique combination of 
technology and people. We offer a single solution for multi-factor 
authentication, identity proofing, and digital certificates. We manage 
digital certificates so providers can focus on care. Our team 
includes experts who helped to draft some of the very standards 
that you are being held to. We understand the implications of 
EPCS on your people, your processes, and your technology.We needed a turnkey solution that was 

easy to integrate while also being user 
friendly for our prescribers who were 
looking to enable EPCS. We found that 
from Exostar.

An expert
partner

It’s time. 
Do not delay getting your EPCS house in order any longer. Get 
started implementing a solution that will help your community, 
save you money, and keep you compliant. And if you need a 
helping hand, Exostar is here. 

- Solution Executive, Cerner

Copyright © 2018 Exostar, LLC | All Rights Reserved 6
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